Abstract: In a world dominated by technology people expect fast swift and efficient services, and for governments this means that citizens and companies expect public services to keep pace with this development and be fast and free of routines. Therefore, most of the developed countries became to adopt the e-Government concept where it enables this improvement and utilize information and communication technology (ICT) to serve the citizens. Basically, the purpose of this research is to provide Kurdistan Regional Government (KRG) organisations and the public sector with a means to comprehend what is essential from a digital communication framework perspective to support delivery of an online public service and identify the components required to achieve this goal along with a high level definition of these components. This paper outcomes the establishment of a high-tech government communication infrastructure and applications via investigating the current and future ICT demands for KRG government organisations, conducting two surveys, and interviewing the stakeholders and clients. It also produces a set of recommendation and suggestions and approaches for designing an efficient framework that mediates information securely among KRG organisations and facilitate collaboration and integration among them.
INTRODUCTION
In a world dominated by technology people expect fast and efficient services, and for governments this means that citizens and companies expect public services to keep pace with this development and be fast and free of Routines, therefore, most of the developed countries started to adopt the e-Government concept where it enables this improvement and utilize information and communication technology (ICT) to serve the citizens [1] . A digital communication infrastructure is required for establishing an e-government; In general the term Digital Communication means a digital link to transfer data between digital devices or between computers [2] . It provides transmission security, error handling and correction along with multipath fading tolerance. Kurdistan Regional Government (KRG) is making significant ICT investments to support its modernization, the security and the stability of the region regarding to the rest of Iraq opened the opportunity for vast number of projects and developments in different fields. However, the development in ICT sector is considered to be weak due to government's priority for construction and infrastructure projects over the last few years; however, there are some influential and notable ICT projects in the region, such as the establishment of fibre optic system to provide a faster better internet connection and creating a central administration system for the government along with some service providing projects. The current state of the region with government's intention in establishing and supporting service projects considered to be an opportunity to proceed to e-Government model [3] . By adopting e-Government concept citizens and companies will be able to take advantage of the public services 24/7 via using any available communication means such as desktops, laptops, and cell phones. Also, e-Government assists the system to get rid of the bureaucratic organization model and be more interactive [1, 4, 5] . Furthermore, Kurdistan Regional Government (KRG) can implement this research based on the proposed framework. This will rise the public's trust when the benefits of the project will be tangible thorough a short time period. Starting by implementing basic but important services which is within the capability of KRG will be very useful for KRG's experience and reinforce the public's trust. In this paper, a review on Information and Communication Technology (ICT) to adopt ICT projects in KRG Organisations will be presented, and then methods and material used in this study will be explained. Next, a new ICT framework for ICT projects will be proposed and discussed as well. Finally, iOpen KRG as a case study for ICT projects in KRG organisations will be studied.
LITERATURE REVIEW
The socio-demographic profile of Kurdistan region has been changed gradually and slowly since 1990 but after permutation of Iraqi regime at 2003 the region witnessed dramatic demographic transformation due to the economic growth which significantly rose within the last few years to put Kurdistan at the top of the fastest-developing countries in the Middle East [6] . Iraqi Kurdistan region host three large provinces, which are Erbil (the capital), Slemani, and Duhok with an estimated population of seven million inhibitors.
Moreover, Kurdistan Regional Government consists of nineteen main organisations (ministries) along with independent government distributed over the three cities, each of these entities encompass several administrative unites and directorates spread over the cities and suburbs areas to deliver the necessary services to all citizens; according to the KRG's Finance and Economics ministry, 600,000,000 of the region's population are government employees [3] . The departments of information technology in KRG organisations (DoITs) formed immediately and begun its work by conducting and in depth assessment for ICT state in the governmental organizations. Based on these results the DoITs presented a list of solutions and projects to the prime minister and some of these projects have been implemented [7] . Today most of the mentioned issues still exist and impede the development of ICT projects [8, 9] , however, there are generally some obstacles that have been overcome and settled such as [10] :
 Opening ICT training centre dedicated to government employees free of charge and presenting very useful and powerful training with collaboration of known international companies.  Partnerships with global institutions and companies such as Microsoft, LG, CISCO, SONY and DELL.  Creating ICT helps disk to support all the entities on both hardware and software level. Even with these prefatory steps the ICT level in the region is still considered to be weak and immature.
Previously, a few researches has been conducted regarding e-Government implementation in Kurdistan Region of Iraq. A study has been conducted on e-government stage model based on citizen-centric approach in developing countries [11] , but the study revealed that the analysed model cannot be adopted for use in the Kurdistan Region of Iraq (KRI) due to various critical issues relating to ICT infrastructure, e-readiness, legal framework, cultural attitude, education level, political process, and others. Another study has been conducted about the potentials of ICT infrastructure in a developing economy and taken a case of small businesses in Kurdistan Region, Iraq [12] . It has mainly examined the IT infrastructure in the region of Iraq, and then assesses the potentials opportunities and challenges of ecommerce to small businesses in the region. In addition, [13] presents political, social, and economic constraints for implementing eGovernment systems in Kurdistan Regional Government (KRG) with proposing a model or framework to overcome these issues. Therefore, proposing a framework for implementing ICT projects is reasonable in the context of the ICT project success improvement [14] . However, there is a limited number of studies in this area. On that basis, a new ICT framework to adopt ICT projects is essential for the ICT projects in Kurdistan Region of Iraq.
METHODS AND MATERIALS
The most common and essential practice for eGovernment in the world would be by adopting G2C concept because it delivers the services to the citizen and its result are conspicuous and it will intensify the relation between the citizen and the government, G2C fulfil the government objective in serving the citizen in the most innovative and modern manner. Adopting G2C is not that easy, the government should have made several steps thereby creating a favourable environment for a huge transformation such as e-Government system, and in particularly G2C type [15] . Depending on the investigation results and the interviews with the stakeholders and clients along with the assessment result of DoITs; KRG needs to make great strides in order to reach to a certain level of ICT development to enable successful embracement of the eGovernment idea. Furthermore, Agile system development approach for the reformation process through breaking the entire process in to iterations starting from the most convenient and applicable system then moving in to bigger and more comprehensive systems [16] . The selection of Agile approach allows the government to divide the whole system in to smaller iterations, prioritize the iterations and implementing each iteration individually, collect the feedback from the deliverable parts then start planning for the next iteration. This approach is ideal for the vague and blurs visions that exist in the region regarding to ICT in general and e-Government concept in particular. Figure 1 illustrates the conceptual and logical development of E-Government system heading from G2G and ending with G2C. Starting from G2G could be ideal for KRG to get rid of the bureaucratic system and organize its internal communication framework by linking all the entities together. This step will preamble the following steps and removes the mist for the next iterations requirements. The next step could be G2E in order to make a large segment of the society experience the actual result of involving technology to the operation and functionality of the government; this will create a good influence for the e-Government idea and make it more acceptable. After these two phases G2B could be presented since the government earned a good experience and could avoid possible mistakes, and then the complete system could be presented which is G2C as a final phase of the eGovernment.
The process of movement between the phases to reach to the final system is a very time consuming process and need to have an appropriate budget; the delivery timeline could not be rigid due to the existing barriers and constraints in the region. Table 1 summarizes the justification and the resources availability for each phase along with distinguished outcomes, the information is allocated based on the assessment of ICT state within KRG. 
THE PROPOSED FRAMEWORK
The overall KRG digital communication framework is an organizing mechanism for managing the development, maintenance and facilitates decision making of KRG. This overall digital communication framework will provide a structure for organizing entity resources, for defining and managing entity architecture activities and for facilitating the improvement of business processes within KRG. Additionally, it defines the approach to be used to integrate the services presented by KRG.
The objective of designing this framework is to enhance the decision making capacity and improve operational efficiency within KRG. In addition, the conceptual model of KRG's digital communication framework depicts the ICT environment envisaged in the KRG, which is divided into three layers, which are: Beneficiaries (public sector or/and private ones); ICT core environment; and KRG entities ICT infrastructure. Each of the above layers is a sub system from the overall framework and carefully determined with a view to support the requirement of all the participants within KRG. For example, the beneficiaries layer has been envisaged to fulfil the requirements of individuals, business and government entities, whereas, the ICT core environment operates as a platform and mediator for government entities to provide their services. Finally, the entities ICT infrastructure layer is designed to support ICT requirement for KRG entities. Figure 2 demonstrate the overall framework showing the three main layers. Breaking down the overall framework in to multiple layers and treating each layer as a discrete system that require distinguished planning and developing from another layer clarify the process of each section and making implementation less vulnerable. Each layer has its own specification and objectives that could be listed as below:
Beneficiaries
The primary goal of this layer is to provide the beneficiaries with efficient, transparent, reliable and secure services. This layer provides easy, anywhere and anytime access to government services including information and transactional services. This will reduce the administrative burden and service fulfilment time and costs for KRG, citizen and businesses.
ICT Core Environment
The ICT core environment layer is intended to facilitate the government's wide improvement through crossentity analysis and identification of gaps and opportunities for collaboration, interoperability and integration within the government entities. This layer defines the set of IT services and components offered by KRG within the entities to support the functionality and objective of the KRG. It is also envisaged as the backbone infrastructure by which data and information from throughout the region could converge and is expected to cater to the information requirements of all KRG entities.
KRG Entities ICT Infrastructure
This layer encourages internal entity communication and makes the required information available to KRG beneficiaries and external parties. Regardless to the geographical location of an entity, it will facilitate the service providing in a secure in a reliable manner. Moreover, this layer gains its value and achieves success only with participation of all KRG entities and by making all the entities ICT enabled. The completion of entities ICT infrastructure is part of the E-Government objective. Meanwhile, it supports the IT initiatives that have been taken up by individual entities within KRG.
ANALYTICAL REVIEW AND RESULT
The validity of the of the proposed implementation model for ICT projects in KRG, which is a combination of waterfall and Agile development models which have two methodologies that could be used in the proposed framework, have been measured by conducting an interview with Surrey County board. The aim of the measurements were to comprehend their method of the transformation and learn from the obstacles they faced and the way they handle it.
Based on their experience, the proposed implementation model in this project could be considered as applicable and valid, since the way ICT projects are managed and performed in the Surrey County is very similar to the one in this project. Another factor that makes this proposed framework valid is it will allow the project to have deliverables within a short period of the overall project's lifecycle by utilising an agile methodology. The Surrey County's experience, having this type of development model will reduce the potential risks of failure and eliminate the barriers, because at the end of each iteration the objectives and the required resources for the next iteration will be more visible and any un wanted aspects of initial plan for the next phase could be easily modified before starting the implementation phase. After the investigation of the predicted the future of the results in proposed framework such that to make this model as effective and successful as it needs to be, there must be a strategic plan for change management in most of the KRG's organisations. The main and most critical aspect of the change management is the administration resistance factor; this could be managed by raising the awareness through encouraging involvement and engagement of the employees with the process of project and retrieving feedbacks at all stages. Another validation measurement for this project was through designing and distributing two surveys that measures the quality of the recent services provided by the government and the acceptance for online services presented by KRG. As a result, the first survey was designed for the public citizens while the second one was dedicated for the stakeholders within KRG. The questions in the public survey were designed to figure out the public's evaluation for KRG services and sense their trust to KRG's ability in implementing IT projects. Most of the respondents (regardless to their position and age) stated that the qualities of the current services are moderately or slightly satisfactory (26.9% and 44.93%) and over 55% claimed that they have suffered from the way these services are provided. Furthermore, almost all the respondent stated that online services will be extremely beneficial (39.44%), also they agreed that KRG have to invest more in IT sector (42.25%). But at the same time the respondent showed their lack of trust with KRG's ability in running and implementing these services, 46.48% were not sure about KRG's capability in presenting online services and almost all the respondent tends to be negative about KRG's ability in running these services. The overall numbers of the respondent were 72, mostly works for KRG. For the second survey; which was dedicated for the clients, the numbers of the respondent were very low even all the appropriate distribution channels have been used for the last three months. Even with the small number of the respondent, the results shows that the stakeholders are quite comport with the quality of the presented services by KRG (37.5%) and 50% where agreed that KRG is able to provide online services but they were not very satisfied with the number of IT resources within KRG (slightly satisfied 25% and neither satisfied nor dissatisfied 25%). Also, while half of the stakeholders agreed that KRG needs to invest in IT projects, only 20% believed that KRG is ready for the E-Government concept.
The two surveys show a contradiction in the two sectors opinion regarding to the quality of the presented services. The fact that KRG had previous unsuccessful attempts in implementing similar projects, did not prevent both sectors from expressing their support for investing in IT sector but at the same time they flexibly showed their lack of trust and lack of readiness of KRG's capability in implementing and running these projects. Therefore, these surveys demonstrate that KRG should begin pay more attention to ICT sector and implement ICT projects that directly contribute with individuals' life. This could be done through investing in healthcare and education sector since the two surveys results showed the importance of these sectors for all. KRG could implement this project based on the development model that have been proposed in this project, this will rise the public's trust when the benefits of the project will be tangible thorough a short time period.
DISCUSSION
The digital communication strategic framework is a project dedicated for KRG to deliver a digitalised communication channel between the KRG organisations and replace the current paper mail transactions. The idea of the study is to design a standard framework and present reference architecture for that purpose. As an application for the framework, online services framework has been presented. The combination of the communication framework and the online services framework is very beneficial for KRG and the Kurdistan region's citizen. It will organize and speed up the process of decision making within the government, also it will deliver modernisation to the region and strengthen the communication between the ministries, which leads to implement more successful projects where more government departments could be involved in planning and decision making. It will also revive the economy of the region, whereby business sector could communicates easily with government departments and get benefit from the provided services. This piece of research has a significant benefit for the public since it provides vital services to everyone regardless to their location. It will save time and effort for the citizen and thus reinforce the public trust to the government. In general, implementing this research will move the Kurdistan region to be parallel with the developed countries and opens the gate for adopting eGovernment concept within KRG. It will also provide new job opportunities for different expertise and reduce the percentage of the unemployment rate in the region. Regardless to the benefits and the usefulness of this project for KRG, there are several limitations that will face the progress of it or any similar IT projects in the region. This fact has been driven from the experience of conducting this project, starting form data gathering and information collecting. The management of IT department within KRG were very supportive and provided all the required information, they even gave access to some confidential documents that visualise the IT situation in the region and the steps that have been made over the last few years. On the other hand, the stakeholders' reactions within the Council of Ministers were very negative about the idea of the project. That was very obvious from the one to one interviews that have been conducted with some of them. The fact that KRG organisations had unsuccessful attempts, made them look at every IT project as a waste of national budget and they were clear about that these kind of project will not have a high priority in the government's agenda. Another limitation that came through the progress of this project was the survey sample, it was hard to make people respond to the survey where most of the public do not prefer to get involved and consider these things as a waste of time because the government will not listen to their demands anyway. As for the stakeholders survey, the respondent number was significantly low, since most of them were concerned about confidentiality and ethical aspects of the survey. They also considered it as a waste of time because of their advance negative opinion about IT departments and their projects. The whole idea of this project is constructed on having a reliable and fast internet access in the region, and this could be an obstacle in front of the implementation of this project due to the internet problems that still exist in Kurdistan.
Creating a digital communication network in KRG is not uniquely new idea of a project in the region. There were two previous projects for that; the first one was aimed to combine the Council of Ministers departments only but it has been cancelled quickly in the initial phase of the project's feasibility study due to political conflict. The second attempt was the iOpen KRG project which has been considered as a case study for the sake of implementing this project. What is new about this project is it presents a strategic framework that covers all the required aspects and could be implemented any time, due to its flexibility in the technology standards. Also, it presents flexibility in the development of the online services and the time of its implementation. The project offers a hierarchy for implementation starting from G2G ending with G2C. The essential time period from G2G to G2C has been estimated as seven years, but it could be modified based on the requirements and the success of each deliverables. An innovation has been presented in this project for KRG represented by the suggested development model. The model has been designed based on the special situation for Kurdistan region. It is a combination of waterfall and agile development model. This model will assist the government to plan and implement IT projects in more flexible and professional way.
iOpen KRG Case Study
The ICT transformation projects are major investments that need the allocation of proper budgets associated with the right human resources as well as the financial and physical resources. Resulting change does not happen overnight, it needs time and serious efforts to reach tangible outcomes [7] . Based on this idea the KRG government with the encouragement of DoITs start to allocate budget for ICT projects, one of the approved projects was establishing a communication system for KRG entities, the project known as iOpen KRG. iOpen KRG was a cooperative project between KRG and the Italian government initiated by DoITs in April 2008 with an estimated budget of $4,000,000. The project aimed to build a communication system to link all the entities with Council of Ministers (CoM) on a high level operation only to enhance the communication between the entities and the CoM along with reducing the manual work method. The decision of outsourcing the project has been justified by the lack of experience within KRG and the absence of companies able to carry out large scale projects in the region. This project was successfully implemented after a careful feasibility study and planning. Nevertheless, based on Standish Group Extreme CHAOS report [17] , ICT projects could be divided into three categories, which are Succeed (32%), Challenged (44%), and Failed (24%). Considering the presented facts and combining it with the overall strategic framework the ICT solutions such as iOpen KRG in Kurdistan region should be implemented based on some standard criteria's and standardizations [18] . Taking into account the technology standards and key components of ICT infrastructure will enhance the planning and developments stages of the projects and secure it against failure and reduce the waste. A strategic planning process may be used as a standard plan for ICT solutions; a strategic process for KRG ICT systems development could be illustrated in the following graph. Figure 3 shows the KRG project Lifecycle.
Figure 3: KRG project lifecycle
Based on the design above each phase represents a process and part of the project development life cycle and it has its own inputs and outputs. The presented life cycle could be viewed as a combination between Agile and Waterfall development methodologies, this kind of combination meets the demand of KRG the most and helps the government to develop and setup successful projects.
CONCLUSION
In this study, an information and Communication Technology (ICT) Framework for KRG organisations has been proposed to connect the KRG ministries together through digital channels and present a centralised government service system where every entity could publish its services to the beneficiaries via the use of the internet and centralised government database. The aim of this study is to improve KRG's services accessibility, therefore, a logical design for eServices integration bus is important to visualise the main required activities for delivering online services. Prioritising the implementation of the e-Services must be based on the region's demand and government's ability. Furthermore, this study is essential for a development region such as Kurdistan where its government seeks modernisation and attempts to prove its success. The implementation of this project will be considered as a base for full e-Government system for KRG. eGovernment simply stands for the government who own an ICT system that provides services to the connected parties in a fast, strong and reliable channel. The core activity of this study is the digital communication framework. The conceptual design of this project has been fragmented into three layers. The first layer is the beneficiaries' layer, it is designed for the sake of public and private sector in the region, and it provides them with all the government's services. The core layer is the ICT environment where all the ICT applications, database and security services will be installed. The last layer is the entities infrastructure, where it defines the structure of connecting the entities together and encourages internal communications. In order to run successful ICT projects KRG must follow a different project management model and enhance the way these ICT projects are planned. A combination of waterfall and agile project management and development model is the best model that suits KRG's demand. Lack of experience and unclear requirement along with weak management were the main factors of previous project failures, therefore, the new model could be very useful and it will reduce the potential risk of failure. Digital communication strategic framework is about delivering modernisation and innovation to KRG's system. This study will impact on the government's operation and functionality and produce new services, in addition to engaging the existing services with IT systems that makes it available to anyone at any time with a lower cost. It needs to mention that the implementation of this framework will produce a set of deliverables which if implemented would improve the service provided by the government to the citizen and the government will promote in order to keep pace with the evolution of technology in the modern world.
In the future, implementing the framework is an important step that extend internet access to cover rural areas by making benefit of installing mobile ad hoc networks. Designing mobile apps to offer services on the go can be another complementary step for this study.
